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Process migration has been advocated as a 
means of improving the load balancing and 
reliability of distributed systems. This paper 
reviews the major design issues for process 
migration algorithms, such as the amount  of 
state information to be transferred and times at 
which information should be transferred. This 
examination demonstrates the existence of a 
process migrat ion algorithm which has not 
previously been documented 1. After describing 
the existing algorithms, the new algorithm is 
given and compared to the other algorithms. 
The new algor i thm promises  bet ter  load 
balancing results while avoiding residual  
dependencies 

1. Introduction 

Distributed systems allow the movement  of 
information between the various nodes of the 
system. In many distributed systems only data 
(such as files, database records, etc) may be 
transferred between the nodes. Other systems 
allow the site of execution of a process to be 
changed  by  t r a n s f e r r i n g  the r e l evan t  
information from one host to another. This 
movement of the execution site of a process is 
known as process migrat ion [19]. Various 
terminology is used in connection with process 
migration. In this paper  the initial site of 
execution of a process will be referred to as the 

source host and the new site of execution as the 
destination host, following Powell et al [14]. 

The migration of a process requires the transfer 
of (at least part of) the kernel data structures 
relating to that process and the process' address 
space. Once a sufficient amount of information 
about the process has arrived at the destination 
host execution of the process may resume. The 
exact information which must be transferred, 
and the order in which it is transferred, varies 
between systems and the process migration 
algorithms which have been proposed. 

Process migration may be used to improve the 
performance of a system in a number of areas. 
For example: 

• Dynamic load balancing 
In a distr ibuted system the processing 
load of the various hosts will often vary 
significantly. Processes may be migrated 
from hosts which have a relatively higher 
load to hosts which have a relatively 
lower load so as to spread the work load 
more equitably across the system. 

• Improved Reliability 
Sometimes the impending shutdown of a 
host may be known in advance (such as 
for periodic maintenance). A process 
may be migrated to another host so that it 
will survive the shutdown of its current 
host processor. 

• Reduced network traffic 
A small process may be migrated to the 
site of a resource which cannot be moved 
(such as a particular device) or a resource 
whose movemen t  would  cause more 
traffic than migrating the process (such as 
a large database). When the process has 
used the resource, it may be migrated 
back to its original host. 

1After an extensive literature review, we have been 
unable to find any previous description of the 
algorithm presented in this paper . One of the 
purposes ot presenting the algorithm in this forum is 
to allow any who may have previously described this 
algorithm in the literature to inform us of their work. 
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The decisions as to when  it would  be useful to 
migra te  a par t icu lar  process and which  host  
should be the dest inat ion of the migra t ion are 
sys tem pol icy decisions and are outs ide  the 
scope of this paper. 

Process migrat ion algorithms all have  a number  
of basic tasks they must  carry out: 

• the process  mus t  be su spended  on the 
source host, 

• its s ta te  m u s t  be t r a n s f e r r e d  to the 
dest ination host, 

• its execu t ion  mus t  be r e s u m e d  on the 
destination host. 

The issues in the design of process  migra t ion  
algori thms are: 

• the detail of carrying out each task, 
• the order  in which the tasks are carried 

out. 

By e x a m i n i n g  the poss ib le  a l te rna t ives  for  
dea l ing  wi th  these  issues  the n a t u r e  and  
r e l a t i o n s h i p  of the f u n d a m e n t a l  p ro ce s s  
migra t ion  a lgor i thms will be c l a r i f i ed .  This 
process will also demonst ra te  the existence of a 
f u n d a m e n t a l  p rocess  m i g r a t i o n  a lgo r i thm,  
which we call post-copy,  which we believe has 
not  previously  been described in the literature. 

Existing process  migra t ion  a lgor i thms suffer  
f rom one or both  of the following problems: 

• a cons ide rab le  t ime lag b e t w e e n  the 
decision to migrate  being made  and the 
r e s u m p t i o n  of  e x e c u t i o n  on  the  
dest ination host, 

• a con t inu ing  re l iance on i n f o r m a t i o n  
s to red  on the source  hos t  (residual 
dependencies). 

After  descr ibing post  copy,  a compar i son ,  in 
general  terms, is made  be tween it and the other 
f u n d a m e n t a l  p rocess  mig ra t i on  a lgor i thms.  
Post  copy  does  no t  suffer  f rom the second 
d rawback  above and has a not iceably smaller  
t ime lag then  o ther  a lgor i thms  also free of 
residual  dependencies .  Finally, an outl ine of a 
p l a n n e d  imp lemen ta t i on  of the a lgor i thm is 
presented.  

2. Design Issues for Process 
Migration Algorithms 
The fo l lowing  tasks are p e r f o r m e d  w h e n  a 
process is migrated: 

• The dec is ion  is t aken  to mig ra te  the 
process. 

• The execu t ion  of the p rocess  on the 
source host is suspended.  

• The state of the process  is t r ansmi t t ed  
f rom the source  host  to the des t ina t ion  
host. 

• The state of the process  is recons t ruc ted  
on the dest ination host. 

• The execut ion  of the process  is b e g u n  
("resumed") on the dest inat ion host. 

• Information about  the process is r emoved  
from the source host. 

These tasks are c o m m o n  to all process migrat ion 
algori thms.  For some of them,  the details of 
h o w  they are carr ied out  va ry  wi th  the actual 
a l g o r i t h m .  For  o the r s ,  the  de ta i l s  are 
independen t  of the a lgor i thm being employed .  
The tasks which fall in to the latter category are: 
the mechanism used to decide  w h e n  to migrate  
a process (a policy decision), the reconstruct ion 
of the  p r o c e s s  at the  d e s t i n a t i o n  hos t  
( d e p e n d e n t  u p o n  the m e c h a n i s m s  of the 
ope ra t ing  sys tem)  and  the r e m o v a l  of the 
i n f o r m a t i o n  f r o m  the  so u rce  hos t  (again  
dependen t  upon  the operat ing system). Process 
migra t ion algori thms also vary  in the order  in 
which  the tasks are car r ied  out,  except  that  
obvious ly  the decision to migra te  mus t  come 
first and information can only be r emoved  f rom 
the source host  once it has been  t ransferred to 
the dest ination host  (a l though this m ay  be on a 
piece by  piece basis or all informat ion at once). 
Process migrat ion algori thms m a y  also involve 
other entities besides the source and destination 
hosts. We Shall not  consider  such algorithms. 
A deta i led t rea tment  of these issues m a y  be 
found in [17]. 

The des ign  issues w h i c h  d i f f e ren t i a t e  the 
various algorithms are then: 

• h o w  m u c h  of the  p rocess '  s ta te  is 
t ransfer red  f rom the source  host  to the 
destination host? 
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on complet ion of full transfer 

on complet ion of minimal  
transfer 

Table I Possibilities for process migration algorithms 

• w h e n  is execut ion of the process on the 
source host suspended? 

• w h e n  is execut ion of the process on the 
destination host  resumed? 

The last point  m a y  be restated as: how much  of 
the process '  s tate m u s t  be p resen t  on the 
des t i na t i on  hos t  be fo re  execu t ion  m a y  be 
resumed?  There  are a number  of other  issues 
which  affect a process  migra t ion mechanism,  
bu t  these are ei ther  dependen t  on a part icular  
system or a mat ter  of designer  choice (eg., how 
are residual  dependencies  f rom communicat ion 
links avoided  or is the migrat ion mechanism to 
be implemented  inside the kernel or outside of 
it?). Such issues are or thogonal  to the actual 
process migrat ion algorithm. 

For each of the issues listed above there are a 
number  of possible alternatives. 

The amoun t  of state of information that will be 
migrated m a y  be: 

• all of it 
• only that por t ion of the state information 

wh ich  is r equ i r ed  by  the process  for  
execution on the destination host 

As it is imposs ib le  to de te rmine  in advance  
wha t  por t ion  of the state informat ion will be 

requi red ,  the second al ternat ive  leads to the 
state in fo rmat ion  be ing  t rans fe r red  piece by  
piece, as required by  the process. 

Execution of the process on the source host may  
be suspended:  

• immedia te ly  the decision to migra te  is 
taken 

• when  the state transfer is complete 
• when  some port ion of the state transfer is 

Complete 

The second and third alternatives will normal ly  
require  some repeated transfer,  as the process 
m ay  alter some data on the source host  after 
that data has been transferred to the destination 
host .  The da ta  mus t  be r ecop ied  after  the 
process  has been  suspended  to ensure  that  it 
will have  an up  to date  vers ion  of it w h e n  
execu t ion  is r e sumed .  The mos t  obv ious  
por t ion  of the state informat ion to transfer  for 
the third alternative is that par t  of the address  
space not  current ly  in the process'  work ing  set 
(or the p o r t i o n  of the ad d re s s  space  no t  
current ly  in physical  memory ,  etc., depend ing  
u p o n  the system), as this in format ion  is least 
l ikely to be al tered by  the process  dur ing  the 
t ransmiss ion process. Howeve r ,  this does not  
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take account of changes in the working set 
during the transmission process. 

Execution on the dest inat ion host may be 
resumed 

• when the state transfer is complete, 
• when the minimal possible amount  of 

state information has been transferred 
(normally the minimal amount  of kernel 
data necessary to reconstruct the process 
on the destination host), or 

• when some other port ion of the state 
transfer is complete. 

The second and third alternatives will often 
result in the process requesting information 
which is not currently present at the destination 
host. The process will then be suspended while 
this information is recovered from the source 
host. The most obvious port ion of the state 
information to transfer, in addition to the kernel 
data, is the process' current working set (or 
por t ion  of the address  space in physical  
memory,  etc., depending upon the system) as 
this is the informat ion most  likely to be 
immediate ly  required by the process when 
execution is resumed. 

It should be immediately obvious to the reader 
that some possible combinations of the above 
alternatives are unreasonable. In particular, 
those  combina t ions  where  the process '  
execut ion  is r e sumed  after  less state is 
t r a n s f e r r e d  than  r e q u i r e d  for  p rocess  
suspension can be ignored. 

In this paper we will not consider the possibility 
of process suspension and resumpt ion  after 
partial transfer, concentrating instead on the 
basic alternatives. Again, for a more complete 
consideration of the design alternatives, see 
[honours thesis]. In most cases these additional 
alternatives lead merely to slight variations of 
the basic algorithms. This l imitation will 
simplify our attempts to consider the basic 
migra t ion  algori thms.  Also we restrict  
ourselves ,  for the most  part ,  to process 
migration algorithms which involve only the 
source and destination hosts, and no third party 
(such as a file server). Given these restrictions, 
the possible alternatives for process migration 
are listed in table 1. It can be seen that options 

4, 5, 7 and 8 are unreasonable, as noted in the 
previous paragraph. 

3. Process Migration Algorithms 
There have been a number  of implementations 
of process migration described in the literature 
leg., 1,4,7,18,20,21,22,23]. Most of these 
implementations may be directly related to one 
of the options found in table 1. Those that are 
not introduce other entities into the process 
migration mechanism [3,4] and an example of 
this is discussed in section 3.4. Process 
migration implementat ions described in the 
literature employ one of the following four 
process migration algorithms: 

• eager copy 
• lazy copy 
• pre-copy 
• flushing 

3.1 E a g e r  C o p y  

Eager copying corresponds to the first option in 
table 1. For eager copy, the tasks which must be 
undertaken to migrate a process are performed 
in the following order: 

• The decision is taken to migrate the 
process. 

• The execut ion of the process on the 
source host is suspended. 

• The ent i re  state of the process  is 
transferred, including the entire con ten t s  
of the address space and all relevant 
kernel data (such as information on open 
files, message channels, execution state, 
current directory, etc, depending on the 
particular system). 

• The state of the process is reconstructed 
on the destination host. 

• The execution of the process is begun 
("resumed") on the destination host. 

Execution of the process is not resumed until all 
state information has been fully transferred. 
The information held by the source host may be 
removed as it is transferred or when execution 
is resumed. Removal is often achieved simply 
by using the normal  process des t ruc t ion  
operation on the process image held by the 
source host. Eager copy process migration is 
depicted in figure 1. 
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Figure 1 • Eager Copy 

Eager copy [eg., 14,20] is the simplest, and 
probably the most commonly used, process 
migration algorithm. Its conceptual simplicity 
a l l ows  a r e l a t i v e l y  s t r a i g h t f o r w a r d  
implementat ion.  The length of the delay 
between process suspension and resumption 
will be dependent on the size of the process, but 
will generally be longer than with other process 
migration algorithms. For certain classes of 
processes (such as real time or those with large 
amounts  of I /O)  such a delay may be 
undesirable. 

3.2 L a z y  C o p y  

Eager copy transfers all information relevant to 
the process,  before  the process resumes  
execution on the destination host. In contrast 
lazy copy [22], which corresponds to option 6 
from table 1, transfers only the min imum 
necessary information for the process to resume 
execution. This will usually consist of all or part 
of the data held by the kernel about the process 
and a small part (such as two to three pages, etc) 
of the address space. All other information is 
transferred only when referenced by the process 
executing on the destination host. The order of 
the tasks is as follows (and depicted in figure 2): 

• The decision is taken to migrate the 
process. 

• The execution of the process on the 
source host is suspended. 

• The minimal necessary subset of the 
process' state is t ransmit ted from the 
source host to the destination host. 

• The state of the process is reconstructed 
on the destination host from the state 
information transmitted in the previous 
step 

• The execution of the process is begun 
("resumed") on the destination host. 

• Other state information is transferred as 
required. 

Once the process resumes execution, reference 
may be made by the process to state information 
which still resides on the source host. Any such 
reference is t rapped by the destination host 
kernel, and the information requested from the 
source host. The execution of the process will 
be suspended while the state information is 
requested and sent from the source host. While 
this will appear to the process as a normal delay 
as, for example, with a page fault, it will 
typically be of longer duration than with local 
page fault servicing. The exact duration of the 
delay will depend upon the characteristics of 
the network connection between source and 
destination. 

As state informat ion is only sent to the 
destination host when it is required there is no 
general method for determining when any 
particular portion of the process' state will be 
t ransferred.  This results in the process '  
statebeing spread across destination and source 
hosts (or multiple source hosts if the process is 
migrated a number of times). The continued 
execution of the process than depends upon the 
cont inued  execut ion of bo th  source and 
dest inat ion hosts and the liveness of the 
connection between them. This is the residual 
dependency problem [4]. 

The advantages of lazy copy are 
• the speed with which execution of the 

process is resumed upon the destination 
host and 

• the possibility of an overall reduction in 
network traffic. 

The first is achieved as only a minimal amount 
of information is transferred before execution 
may begin. The second results from avoiding 
the need to transfer all the state information. 
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Figure 3 : Pre-Copy 

There is still some delay between suspension 
and resumption, resulting from the network 
transmission time of the state informat ion 
which is sent, and the cost of process creation 
on the destination host. 

As lazy copy results in residual dependencies 
on the source host, it cannot be used to improve 
system reliability. Dynamic load balancing, 
may also be impaired, as the costs associated 
with remote references can adversely affect the 
source host. Even so, the copy on reference 
strategy has been successfully implemented in 
Accent [22], Mach [7] and OSF/1 AD [13] 
systems. 

3.3 P r e - C o p y  

Pre-copy corresponds to option 3 from table 1. 
In contrast to the previous two algorithms, pre- 
copy does not suspend the process and transfer 
its kernel data until all (or at least most) of the 
address  space of the process  has been  
t ransfer red  f rom the source host  to the 
dest inat ion host. Pre-copy takes place as 
follows (and depicted in figure 3): 

• The decision is taken to migrate the 
process. 

• The address space of the process is 
transferred. 

• In parallel with this transfer, execution of 
the process continues on the source host. 

• When address space transfer is complete, 
execution of the process on the source 
host is suspended. 

• All r e l evan t  kerne l  da ta  (such as 
in format ion  on open  files, message 
channels ,  execu t i on  state,  cu r r en t  
d i r ec to ry ,  etc, d e p e n d i n g  on the 
particular system) and any portions of the 
address space which were altered after 
initial transfer are sent to the destination 
host. 

• The state of the process is reconstructed 
on the destination host. 

• The execution of the process is begun 
("resumed") on the destination host. 

There is no way of knowing, in general, whether 
a particular page (or segment, etc, depending 
upon the system) will be accessed by the 
process on the source host after that page has 
been transferred to the destination host. This 
means that all information must be retained on 
the source host until migration is complete. It 
also means that the transfer of the kernel data 
must be accompanied by a final flush of the 
address space to transfer any pages that have 
been altered after their initial transfer. Note that 
this means that pre-copy will transfer some 
information twice. 

Pre-copy has been implemented  on the V 
operating system [21]. Pre-copy does succeed in 
avoiding the large time lag present  in eager 
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copy between process suspension and process 
resumption. However, the overall lag between 
the decision to migrate and the commencement 
of execution on the destination host will, 
usually, be longer than with eager copy, due to 
the need to transfer some information twice. 
Depending on the exact memory  activity 
pattern of the process, the final delay may also 
be quite long if large sections of the address 
space must be re-copied. 

3.4 Flushing 
Most implementations of process migration 
reported in the literature directly involve only 
the source and destination hosts. However, a 
small number involve a third entity (such as a 
file server). An example of this is the process 
migration mechanism of Sprite [4]. In this 
section we give a brief description of the 
under lying algorithm, called flushing (see 
figure 4). For a discussion of the issues raised 
by introducing a third party to the process of 
migration, see [17]. 

Flushing depends upon the operating system's 
implementation of virtual memory. In Sprite 
backing storage for v i r tual  m e m o r y  is 
implemented using ordinary files. These 
backing files are stored by the network file 
server. They are thus equally accessible from 
anywhere in the network. 

Migration using flushing proceeds as follows: 
• The process is suspended on the source 

host. 
• All dirty pages are flushed to the file 

server. 
• The kernel data of the process is 

packaged  and t rans fe r red  to the 
destination host. 

• The kernel data is rebuil t  on the 
destination host. 

• The process resumes execution on the 
dest inat ion host, with pages being 
retrieved from the file server using the 
standard page fault handling mechanism. 

Flushing can avoid all residual dependencies, 
and may significantly reduce the time lag 

Migration [ 
Request& . . . .  
Process "~ 

Suspension 

Process 
Resumption 

r , - ,  m m 

. ,~.. . ._"~ = _ _ 

', ~ 

¢.'. ~ 

Process Suspended 
F i g u r e  4 : F l u s h i n g  

experienced by a process between suspension 
and resumption. Any actual reduction is 
dependent on implementation policy decisions 
and network speed. Flushing has been found to 
be an effective strategy for migration under 
Sprite. However, there is the requirement that 
memory  be suppor ted  us ing the same 
mechanism as files so that page faults can be 
efficiently resolved using the file server. 

4. Migration by Post-Copy 

In the above discussion of the process migration 
a lgor i thms previous ly  described in the 
literature, the reader may have noticed that one 
of the viable options from table 1 (number two) 
has not been covered. This algorithm, which we 
call post-copy displays some advantages over 
the other algorithms, as discussed in the 
following section. 

Post copy displays some similarities to the other 
algorithms. This is to be expected, as it does not 
differ from the others in all the design areas 
identified in section 2. As with lazy copy, 
process execution is resumed on the source host 
as soon as possible after the migration decision 
is made. In common with pre-copy, state 
transfer takes place in parallel with process 
execution, but for post-copy the execution is on 
the destination host, not the source. 
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Figure 5 : Post-Copy 

Briefly, pos t -copy  process  migra t ion  is carried 
out  as follows (see figure 5): 

• The dec is ion  is t aken  to migra te  the 
process. 

• The execu t i on  of the p rocess  on the 
source host  is suspended.  

• The min ima l  neces sa ry  subse t  of the 
process '  s tate is t r ansmi t t ed  f rom the 
source host  to the destination host. 

• The state of the process is reconstructed 
on the des t ina t ion  host  f rom the state 
in format ion  t ransmi t ted  in the prev ious  
step. 

• The execut ion  of the process  is b eg u n  
("resumed") on the destination host. 

• In parallel with  the execu t ion  on the 
destination host, the source host transmits 
the r emain ing  state in fo rmat ion  to the 
destination host. 

• At any t ime the process  requires  state 
which  has no t  ye t  been  t ransmi t ted ,  a 
request  can be sent to the source host. 

• The  s o u r c e  hos t s  r ep l i e s  w i t h  the 
requested state information. 

When  all of the process '  state (as held  by  the 
source host) has  been  t ransmit ted ,  the source 
host  may  discard the process image, using the 
normal  process des t ruc t ion  mechanism.  Note  
that  the repl ies  to the r eques t s  f rom the 
des t ina t ion  host  for  specific por t ions  of the 
process'  state should  take precedence  over  the 

t ransfer  of the remaining state information,  as 
the need for it is more  urgent.  That is, when  the 
source receives such a request, it should reply to 
it be fo re  it con t inues  to send  any  of the 
remaining state information. Also, informat ion 
that is sent in reply to such as request  should be 
m ark ed  by  the source host as t ransferred,  and 
not  re-sent later. 

Once the process  resumes  execut ion  on the 
dest inat ion host,  the transfer of pages f rom the 
source host  to the dest inat ion host  shou ld  be 
t r anspa ren t  to the execut ion  of the process.  
When  reference is m ad e  to state which a l ready 
resides on the des t inat ion host  (as a resul t  of 
earlier transmission) the process should be able 
to access the state in the usual  m an n e r  for the 
operat ing system. Any  reference which is made  
to s ta te  w h i c h  does  no t  r e s ide  on  the  
des t ina t ion  ihost mus t  be ei ther  wai t ing  to be 
t ransmit tedl  on the source host,  or in t ransi t  
f rom the source. In both  cases, the reference is 
t r a p p e d  b y  the kernel ,  and a reques t  for the 
informat ion  is sent to the source host, wi th  the 
process  be ing  b locked  unt i l  the in fo rma t ion  
arrives.  Tl~is will  appea r  to the process  as a 
normal  delay due, for example,  to a page fault, 
t h o u g h  the de lay  will usual ly  be of a longer  
dura t ion  than  wi th  local page fault  servicing. 
The exact dura t ion  of the de lay  will d e p e n d  
u p o n  the  cha rac te r i s t i c s  of the  n e t w o r k  
connect ion be tween source and destination, and 
the locat ion of the state in the t ransmiss ion  
steps. 

5. Comparison of Post-Copy 
with other Algorithms 
Co m p ar in g  process  migra t ion  a lgor i thms is a 
d i f f i c u l t  p r o b l e m .  M a n y  r e p o r t s  of 
implementa t ions  of process migrat ion include a 
quant i ta t ive  assessment  of the implementa t ion  
[ 4 , 2 0 , 2 2 ] .  H o w e v e r ,  c o m p a r i n g  
i m p l e m e n t a t i o n s ,  wh ich  m a y  v a r y  in thei r  
h a r d w a r e ,  t he  n e t w o r k  a n d  p r o c e s s  
env i ronment  in which they were tested and the 
a lgor i thm e m p l o y e d ,  is p rob lemat ic  at best.  
This makes  quan t i t a t ive  compar i sons  of the 
different algorithms difficult to obtain. 

As we have  not  yet  imp lemen ted  pos t -copy,  
quanti tat ive evaluat ion is current ly unavailable.  
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It is possible to make some qual i ta t ive 
comparisons between post-copy and the other 
algorithms. We will consider the following 
areas: 

• delay between decision to migrate and 
the resumption of execution on the 
destination host, 

• total delay experienced by a migrating 
process, 

• the amount of residual dependencies, and 
• the amount of network traffic required. 

Other areas (such as delay to reduction of 
processing load on source host) could be 
examined, but those listed will give some 
indication of the potential value of post-copy. 

Using post-copy, the delay between the decision 
to migrate a process and its resumption of 
execution on the destination should be as short 
as that provided by lazy copy and shorter than 
any other algorithm. This results from the 
initial transfer of only a minimal subset of the 
process' state to the destination host. All other 
algorithms (except lazy copy) require the 
transfer of addit ional  information before 
execution is resumed, so it is reasonable to 
assume they would result in a longer delay. 

The total delay to execution of a process refers 
to the amount by which the transfer of kernel 
state and address space over the network delays 
completion of the process' execution. We expect 
that the delay experienced with post-copy 
would probably be slightly worse than with 
pre-copy and as good or better than that with 
either lazy or eager copy, although this will 
vary dramatically with individual process and 
network behaviour. 

Making such comparisons in general is difficult. 
For example, with pre-copy the process 
continues execution on the host while another, 
new, process transfers the address space to the 
destination. This additional process may cause 
some delay to the migrating process' execution. 
The amount of this delay is hard to quantify in 
general terms. Ignoring this factor, the only 
delay suffered by pre-copy is the final flush of 
pages altered after their initial transfer.  
Depending upon the amount of time taken to 
carry out the pre-copying, the number of pages 
affected would probably be reasonably low, 

usually approximating the number of pages in 
the working set. Processes migrated using post- 
copy, in addition to an equivalent transfer of the 
working set, will experience delays due to the 
requests for pages before they have been 
transferred in their normal  order. This 
additional delay results in the total delay being 
slightly more than with pre-copy. However, 
when the affect of the transferring process of 
pre-copy is taken into account the difference 
between the two will most likely be slight. Only 
detailed comparative measurements upon a 
single system will show the exact nature of the 
difference. 

The delay using post-copy will probably be 
shorter than with lazy copy as, although the 
latter does not need to transfer all information, 
the process is delayed for every initial request 
for a page, whereas with post-copy, some pages 
will be transferred before the process requests 
them. This will be affected by exactly how 
many pages are requested by a process 
migrated using lazy copy. With eager copy, all 
information is transferred before the process 
resumes execution, whereas post-copy allows 
some paral le l ism be tween  transfer  and 
execution, reducing the delay. 

Though lazy copy achieves both a minimal 
execution delay and a reasonably short total 
delay, it does so at the expense of residual 
dependencies. In contrast, post-copy while 
initially mimicking lazy copy with its transfer of 
minimal  state information avoids residual 
dependencies by transferring the remaining 
process state after the process has been 
resumed. In this it matches eager and pre-copy. 
While a particular implementation may not 
totally avoid residual dependencies, this is a 
function of the implementation and not an 
inherent feature of the algorithm. While post- 
copy does retain some state on the source host 
after the process resumes execution on the 
destination, this state information will be 
transferred to the destination host within a 
finite time period. 

Post copy will probably result in higher rates of 
high network traffic than the other migration 
algorithms. This is fairly obvious in the case of 
lazy copy, as the information that is never 
transferred will not generate any network 
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traffic, whereas post-copy requires all state 
information to be transferred. With eager copy, 
while all state information must be transferred, 
no request messages are required, whereas such 
messages will usually be sent when a process is 
migrated using post-copy. In contrast we do 
not expect post-copy message costs to be 
significantly higher than those of pre-copy. 
With pre-copy, some pages (those altered after 
initial transfer) are sent twice. With post-copy, 
those requested from by the destination will 
require two messages (request and transfer). 
The exact affect of this on network traffic will 
probably depend upon the relative size of 
network messages and memory pages (or other 
division of memory). 

Th comparisons made here are hypothetical 
only and await confirmation from actual testing. 
We plan to implement  the other basic 
algorithms in our test environment to enable 
direct comparisons between them and post- 
copy. 

6. Future Work 

As noted earlier, we believe that post-copy 
process migration has not previously been 
described in the literature. Correspondingly we 
are unaware of any implementat ion of the 
algorithm. We are therefore carrying out an 
initial implementation of post-copy process 
migration. The primary goal for this work is to 
develop a working implementation of post-copy 
migration. This will allow us to establish the 
practical viability of the algorithm. We will 
then be able to use this implementation to carry 
out direct performance comparisons with other 
migration algorithms described in section 3 
above. These algorithms will be implemented 
on the same system as post-copy, allowing some 
meaningful comparison to be made between the 
algorithms. As a secondary goal, we hope to 
achieve migration transparency at the process 
level, ie. no user level process will be aware of 
any process migration, before, during or after 
the migration. While this is a valuable attribute 
of a fully useable implementation of process 
migration, we believe it is not absolutely 
necessary for our initial implementation 

The implementat ion is based on the Open 
Software Foundation Research Institutes ink6.1 
release of the Mach microkernel for the Intel 
386/486 architecture,  using the mkLinux 
operating server as our user interface to Mach 
[5]. Development is being performed using the 
supplied OSF build tools on the Linux operating 
system. The implementa t ion  of process 
migration will be at the Mach task level, below 
the operating system server. A Mach task 
corresponds to the general notion of a heavy- 
weight process, consisting of a collection of 
system resources, a large (potentially sparse) 
address space, and a number of threads which 
m a y  r e f e r ence  these  re sources  [5]. 
Implement ing  at the task level has the 
advantage  of s impl i fy ing our migra t ion 
mechanism, as state directly related to the 
operating system server (such as open files and 
pipes) are maintained by the operating system 
server, and will be unaffected by migration. 
Unfortunately this means that a dependency on 
the OS server at the source host will remain at 
the OS process level. This dependency is a 
resul t  of the level at which we are 
implementing, not the algorithm itself and has 
been identified as being an issue in previous 
migration implementations [OSF Tech Report]. 
It is expected that the migration of the OS server 
at a similar time to the task migration will result 
in no dependencies remaining to the source 
host. 

7. Conc lus ion  

By examining the fundamental  issues in the 
design of process migration algorithms we have 
identified a process migration algorithm that we 
believe has not been described elsewhere in the 
literature. As such, it has not previously been 
implemented on any platform. Post-copy 
transfers the minimal of process state to the 
destination host for resumption of execution as 
soon as the migration decision is made. The 
remaining state is then transferred in parallel 
with the process' continued execution on the 
destination host. In common with the other 
process migration algorithms, post-copy may be 
used with any migration policy. 
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Post copy allows rapid load balancing and 
minimal delay to the process between the 
decision to migrate and the resumption of 
execution. Unlike lazy copy, which has similar 
properties, post copy avoids the problems of 
residual dependencies. As well as being useful 
for migration in general systems, it follows that 
post-copy would be attractive for process 
migration in real-time systems, where delays 
must be minimised. Any delays suffered by the 
process occur in small portions, rather than the 
single large delay suffered under eager copy. 
Unlike pre-copy, post-copy does not add extra 
load to the (already heavily loaded) source host 
by continuing the process' execution in parallel 
with the process responsible for pre-copying the 
process state. Instead, this temporary load is 
transferred to the destination which, under 
most migration policies, will be relatively 
lightly loaded. 

Work has already begun on an implementation 
of post-copy migration, on the Mach operating 
system kernel. This will be used to carry out 
quantitative comparisons between post-copy 
and other process migration algorithms. The 
results of this work will be reported in [17] and 
a future publication. 
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